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Legal Disclaimer 

 
This document and the information contained herein (collectively, the “Document”) is provided 

to you personally, as an individual receiving this Document and, where applicable, as a legal 

entity on whose behalf you are receiving the Document. (hereinafter “You” and “Your”) by 

AT&T Mobility LLC on behalf of itself and its Affiliates (“AT&T”) for informational purposes 

only. AT&T is providing the Document to You because AT&T believes the Document may be 

useful to You. The Document is provided to You solely on the basis that You will be responsible 

for making Your own assessments of the information in the Document.  You are advised to verify 

all representations, statements and information before using, or relying upon, the Document. 

Although AT&T has exercised reasonable care in providing the information contained in the 

Document to You, AT&T does not warrant the accuracy of the Document and is not responsible 

for any damages arising from Your use of or reliance upon the Document. You further understand 

and agree that AT&T in no way represents, and You in no way rely on a belief, that AT&T is 

providing the Document in accordance with any standard or service (routine, customary or 

otherwise) related to the consulting, services, hardware or software industries.  
 

AT&T DOES NOT WARRANT THAT THE DOCUMENT IS ERROR-FREE.  AT&T IS 

PROVIDING THE DOCUMENT TO YOU “AS IS” AND “WITH ALL FAULTS.”  AT&T 

DOES NOT WARRANT, BY VIRTUE OF THIS DOCUMENT, OR BY ANY COURSE OF 

PERFORMANCE, COURSE OF DEALING, USAGE OF TRADE OR ANY COLLATERAL 

DOCUMENT HEREUNDER OR OTHERWISE, AND HEREBY EXPRESSLY DISCLAIMS, 

ANY REPRESENTATION OR WARRANTY OF ANY KIND WITH RESPECT TO THE 

DOCUMENT, INCLUDING, WITHOUT LIMITATION, ANY REPRESENTATION OR 

WARRANTY OF DESIGN, PERFORMANCE, MERCHANTABILITY, FITNESS FOR A 

PARTICULAR PURPOSE OR NON-INFRINGEMENT, OR ANY REPRESENTATION OR 

WARRANTY THAT THE DOCUMENT IS APPLICABLE TO OR INTEROPERABLE WITH 

ANY SYSTEM, DATA, HARDWARE OR SOFTWARE OF ANY KIND. AT&T DISCLAIMS 

AND IN NO EVENT SHALL BE LIABLE FOR ANY LOSSES OR DAMAGES OF ANY 

KIND, WHETHER DIRECT, INDIRECT, INCIDENTAL, CONSEQUENTIAL, PUNITIVE, 

SPECIAL OR EXEMPLARY, INCLUDING, WITHOUT LIMITATION, DAMAGES FOR 

LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS 

INFORMATION, LOSS OF GOODWILL, COVER, TORTIOUS CONDUCT OR OTHER 

PECUNIARY LOSS, ARISING OUT OF OR IN ANY WAY RELATED TO THE PROVISION, 

NON-PROVISION, USE OR NON-USE OF THE DOCUMENT, EVEN IF AT&T HAS BEEN 

ADVISED OF THE POSSIBILITY OF SUCH LOSSES OR DAMAGES. 
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1 Scope of This Document 

 If a device is built for gaming, the device may currently work in wired and WiFi 

environments; however, when the gaming device adds wireless access capability, 

factors such as varying RF conditions, mobility, multi-technology, and especially 

latency need to be considered when building the device.  

 When a device is built to be a certain form factor (for example consumer 

electronics devices with wireless access), care should be exercised that antenna 

design and RF performance are not compromised due to form factor 

considerations.  

 When packet data applications are designed, care should be taken to prevent 

applications from being aggressive with requests for an IP address or packet 

transmissions. This may result in excessive signaling traffic and frequent, short 

bursts of user data in the wireless network (RAN and packet core) that can be 

inefficient.  
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 Device developers have a background in building devices with some form of 

packet data capability and are now building devices for WWAN access as well;  

and 

 Device developers understand that this Document is intended as an aid to 

building wireless devices and only offers suggestions and guidelines with no 

guarantee of device approval 

 Throughout this document when we refer to wireless development, we include 

cellular technologies that are used in AT&T Mobility as part of that definition.  

 When you see references to 2g, 3G, 4G, 4G LTE, HSDPA, etc. those references 

refer to technology; they do not refer to speed.  
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edoteam@att.com . 

http://www.fcc.gov/
http://www.ptcrb.com/
http://www.ctia.org/certification
http://www.att.com/EDO
http://www.pcisig.com/specifications/pciexpress/
http://www.gsmworld.com/our-work/mobile_broadband/embedded%20_mobile/iindex.htm
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2 Design Criteria Overview 
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3 Advanced Antenna Design 
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4 Antenna Mismatch 
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5 Wireless Interference Mitigation 
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 Source Suppression  

Minimizes emissions at the board level with high speed CAD rules and PCB 

layering strategy. Since most EMI is emitted directly by the PCB or is primed by 

PCB coupling, this approach is the most useful in reducing weight and cost due to 

EMI shielding, while increasing signal quality and IC stability.  

 Localized Shielding  

Captures the remaining electromagnetic emissions from an IC or PCB structure. 
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6 Antenna Debugging Tools and Procedures 

 

 Soldering Station 

 Copper Tape 

 Inductor/Capacitor Kit 

 RF Spectrum Analyzer 

 RF Signal Generator 

 RF Power Meter 

 RF Power Supplies 

 Network Analyzer 

 Network Emulator Call Box for Parametric Measurements  

i.e.: R&S CMU200 or Agilent 8960 
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6.3.1 Conducted Measurements 

6.3.2 Radiated Measurements  
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6.3.3 Building a Sweep Matrix 

6.3.4 Conclusion on Receiver Debug 
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6.3.5 Transmitter Debug 
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26

Power vs Phase Offset

9612 9743 9888
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6.3.6 Load Pull System and Setup 
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7 Wireless Network Design Fundamentals 

http://www.att.com/edo/launch-your-device/information-center.jsp
http://www.att.com/edo/launch-your-device/information-center.jsp
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 Wireless networks provide services where the bandwidth is constrained, 

especially radio resources which are based on the licenses for the spectrum in 

which AT&T operates. Radio resources are “shared” and therefore require 

efficient use.  

 Wireless networks employ stringent admission control mechanisms to manage 

user’s access to various services. When a device decides to start an end to end 

packet application or resumes packet traffic after a break, the radio channel 

resources have to be allocated (which contends with other users) before it can 

transmit. This is a key difference where the wireless network allocates resources 

as required based on “admission control” mechanisms built in various nodes 

within the wireless network. Devices have to request radio resources (if they are 

not currently allocated), be approved, and then they can transmit.  

 While the device may keep an IP address that it has been allocated for some 

time, the radio network resources are only allocated on an “as needed” basis. To 

that end, radio resource usage needs to be optimized when using wireless 

network for IP services. With various applications on the mobile device requiring 

communication with the server off the IP network (for application servers), it is 

important to design applications that do not: 

o Overburden the radio network with repeated, low throughput “keep 

alive” messages, i.e., keep alive messages  to keep PUSH applications 

active 

o Allow applications to be designed that send sporadic packet data traffic 

with little or no flow control. When a packet is transmitted from a mobile 

to application server, each of these results in signaling and overhead to 

carry the IP packets. Therefore, efficiently designed applications will 

allow for a better user experience.  

o Behave the same way as they behaved in wired networks. 

 Every transaction on the IP layer between the mobile and the application/host 

results in signaling on the wireless network to establish the radio resources to 

carry IP traffic. While the IP address is retained for a longer period of time, the 

radio channel resources are constantly setup and torn down. This impact needs 

to be understood and measures put in place to overcome excessive signaling 

impact when building applications on the device. 
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 Subscribers have to be authorized to use a wireless network for their IP services 

using their credentials provided in a SIM. This authorization is a key step before 

any IP based services can be offered. Besides this, there are other authentication 

and security measures (Ciphering) that are required as part of any service 

available to a user before the user can obtain or retransmit packet data even 

while an IP address may be present. As users roam into various network 

operators, users may obtain a different level of services based on their 

subscriptions. 

 If devices are capable of voice and data simultaneously, then transitions from 

data only mode to data/voice mode and vice versa need to be considered 

carefully when building applications capable of running in the background that 

use voice and data.  

An example of this is when building streaming applications, consideration should 

be given to the behavior of the device when the user makes or receives a voice 

call. When applications use packet data, voice calls may or may not be present. 

This results in establishing connections to both circuit (voice) and packet data 

wireless components. This requires the device to consider how the packet data 

applications behave when voice calls are active. 

 The device may be used across various generations of technology and radio 

conditions, so careful consideration needs be employed to handle network 

transitions and radio conditions. For example, devices may go through a 3G area 

and switch to 2G area (or 4G LTE technologies) as the subscriber moves around. 

This would result in varying user behavior that needs to be considered. A 

common example is in streaming applications, where many applications buffer 

enough data to offset any changes. 

 Another key factor that needs to be considered while building applications is 

latency. Latency can occur for many reasons, including RF coverage, RF 

conditions, technology, and mobility. Applications that operate in wired 

environments need to consider latency when adding wireless access. For 

example, a gaming device with real-time user experience would need to consider 

adding mechanisms that mitigate or offset latency when users play games over 

wireless network. 
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 A key consideration is roaming as the device roams into various network 

operators, especially if the device is built as a global device. The performance of 

the packet data services is dependent on the network and operator services:  

o 2G capability 

o 3G capability 

o Subscribed services during roaming 

o Security restrictions in the visited network 

o Billing considerations, such as roaming charges 

 Multi-technology access control is another factor that needs to be considered 

when building the device. The device may have WiFi, cellular and other forms of 

wireless access along with traditional access methodologies such as LAN 

(depending on the device). It is important to consider these items when building 

services especially where the user may be transitioning to multiple access 

methods or may have a choice of multiple access methods. An example of this is 

use of WiFi offloading with a WISPr client to offload the wireless network for 

data applications when available.  

 

 Battery consumption and battery usage needs should be carefully designed 

when building a wireless device. Devices that constantly run applications in the 

background that exchange data with servers will reduce battery life. Also, the 

radio network adjusts the power of the device to meet a desired quality of 

transmission which may result in higher battery usage. Standby and voice/data 

applications, and their effect on battery life, needs to be utilized to build efficient 

batteries for the device. This should also be tied with radio network and end-to-

end design considerations – suboptimal design will adversely impact battery life 

in addition to inefficient utilization of network resources. 

 Display technology and the resultant use of the display for various applications 

when users are actively using the device vs. non-use times needs to be 

considered. Providing user controls for display timeouts and also adjusting 

application behavior when a display screen times out is an important 

consideration.  

 Fast Dormancy is a concept that applies to 3G technology that AT&T employs 

which, if incorrectly designed, could generate increased signaling traffic on the 

network and add latency to the user.  
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Fast Dormancy allows a device to quickly move from active state to an idle state. 

While there may be battery saving benefits, a well designed fast dormancy 

algorithm should consider applications that are active, display status and user 

action before initiating fast dormancy.  

Fast Dormancy should only be used for PDP Context serving non-real-time 

background applications for which activity is not real time user interactive, 

closely spaced. Such applications include e-mail, visual voicemail, etc. Additional 

information is provided in the AT&T requirements document, 13340.  
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8 Cooperation with the Wireless Network 

 

 Some devices try to resend registration/service requests with little or no delay 

after the request is rejected or ignored by network.  

There are various reasons for the reject or ignore such as temporary failures 

such as “network failure” or “network congestion”. 

Some failures are permanent such as unregistered SIM, “user is not authorized 

for the service” and other states. 

 Some devices check in with the application server too frequently. It might be OK 

in the wired network. It should NOT be done in the wireless network. 

  An example would be a smartphone that pings an Internet time server every 10 

minutes. It is not necessary. Even though it is not significant from a single device 

perspective, it will waste a lot of limited bandwidth when there are tens of 

thousands of devices doing similar things in AT&T’s network. 

 Recently a carrier network suffered temporary service degradation when an 

independent application developer released an instant messaging application 

that was designed to refresh its network connection with substantial frequency. 

This was reported in several newspapers/publications. 

 Some devices behave very aggressively when the server is unreachable. 

 A device will ping its server on power up. If the server is not available, the device 

will ping the server every 5 seconds continuously. When we have thousands of 
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such devices in AT&T’s network doing the same thing, it is a denial of service 

attack. 

 A device continuously tears down and re-establishes PDP context in the lab 

testing because it cannot reach its server. 

 

 If the registration/service request fails, the device must act according to the 

failure cause, which is normally reported through AT command interface or 

software API. AT&T introduced a new proprietary AT command “AT $ARME” to 

improve the transparency of the failure cause. The details of the command can 

be found in AT&T’s document 13340. Please check with chipset/module vendor 

on how to get access to the failure cause. 

 In the case of temporary failures (If registration/service request fails because the 

network is congested or down), the device must use a back off algorithm to 

decide the time for the next attempt. 

 In the case of permanent failures (If registration/service request fails because 

the user is not authorized for the service), the device must not use the service 

again until the authorization is obtained. 

 The device must NOT check in with device/application server too frequently and 

must employ tactics to aggregate these queries based on the type of request. 

Frequent check ins with server might be acceptable in the wired network but it 

must be prevented in the wireless network. 

 When the server is unreachable, the device must use a back-off algorithm to 

decide when to contact the server again. 
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9 Signaling Impact 
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 To a network, these barrages of requests are a cost to processing load on the 

Network Core and RAN.   

 To a device OEM, these barrages of request are a cost to battery life and heat as 

each request requires an active RF transmission as well as baseband processing.   

 To a user, these barrages waste monthly data usage since these bytes of data 

transfer are occurring with no active user engagement. 

 Often, an Operating System will allow for the tuning of background application 

to be either disabled or toggled for certain peak hours.  These tweaks should be 

considered during the OEM design cycle and made easily accessible to an end 

user for flexibility in handling a device’s dormant behavior. 
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10 Regulatory Considerations 

 

 

 AGPS 

If a device in any form can make a voice call, the device must support the 3GPP 

defined control plane AGPS for E911 calls. In addition to control plane AGPS, 

SUPL (secure user plane AGPS) is required for all voice capable 3G devices. AGPS 

receive sensitivity should be equal or better than -140 dBm using coarse timing 

assistance and linear polarization. The antenna design need be optimized for 

upper hemisphere radiation and system interference should be minimized at 

GPS frequency for good sensitivity. 

 IEEE 1725/1625 

The IEEE 1725 standard was developed for rechargeable lithium ion and lithium 

polymer batteries used in wireless devices. The standard establishes criteria for 

design analysis quality and reliability. If a  wireless device is Network Optimized 

or Stocked, its battery needs be IEEE 1725 Compliant and CTIA registration must 

be completed.  

IEEE 1625 was developed for cell, battery pack, and system management leading 

to design approaches for mobile computing devices, such as notebook 

computers

CTIA 

certification with IEEE 1625 must be completed, if applicable. 
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 HAC 

Handsets are required to be tested for HAC. HAC testing involves the measuring 

the magnetic and electric fields produced by a phone to ensure it does not 

interfere with the sound quality of a hearing aid. Handsets must be designed 

with consideration of HAC and optimum HAC measurements should be executed 

as part of product development. 
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11 Non-Volatile Memory Configuration 
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12 End Goal:  

Optimized Wireless Device –  

Network Ready Certification from AT&T 

 The device does not perform erratically  

 The device supports basic functions as intended 

 The AT&T network will not be adversely affected by the presence of the device 

on the network 

 The device meets the minimum RF performance requirements to operate on 

AT&T’s network  

 The device supports the necessary functionality to operate in a spectrally 

efficient manner on AT&T’s network 
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